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E1. AHRERNEBRTSEE R

Overview Events Heat Map

Indications of Compromise

Demo_ZAccess @ - || Mark Resolved
Threat Detected , Java compromise , Executed malware ,

Potential Dropper Infection
Demo_SFEicar O - || Mark Resolved

Threat Detected , Adobe Reader compromise , Executed
malware

Demo_Sality @ ~ || Mark Resolved
Connecticn to suspicious domain , Executed malware , Threat
Detected

Demo_zZbot O - || Mark Resolved

Threat Detected , Executed malware , Potential Dropper
Infection

Demo_Ramnit O - | warkResolved
Threat Detected , Executed malware
Demo_TDSS O - | warkResalved
Threat Detected , Executed malware
Demo_Stabunig @ - || Mark Resolved

Executed malware , Threat Detected
Demo_Tinba O - | MarkResolved
Executed malware , Threat Detected
Demo_Rimecud Mark Resolved

Executed malware , Threat Detected

Hosts Detecting Malware (7 days)

Computer Count

Demo_ZAccess 29 d
Demo_SFEicar 19

Demo_Ramnit 14

Demo_TDSS 13

Demo_Zbot 13

Detection Name Count

W32.ZAccess.15nk 26 i
W32.Ramnit. A 14

ZBot:FakeAlert-tpd 13

Eldorado:Alureon-tpd 12

Win32.DemoMal.Rat.Client 12

Recent Malware Threats.

Computer Detection Name
Demo_TDSS Eldorado:Alureon-tpd
Demo_TDSS Alureon:Olmarik-tpd
Demo_TDSS Eldorado:Alureon-tpd
Demo_TDSS Eldorado:Alureon-tpd
Demo_TDSS Eldorado:Alureon-tpd

Refresh All O Auto-Refresh |+

Hosts Detecting Network Threats (7 days)

Computer Count

Demo_5tabunig 4 |
Demo_Tinba 2

Demo_Zbot 1

Remote IP Count

82.165.37.127 2 |
205.234, 252;212 2 i
75.102.25.76 2 |
178.19.25.92 1

Recent Network Threats

Computer Detection Name Remote IP
Demo_Tinba DFC.CustomIPList 82.165.37.127
Demo_Tinba DFC.CustomIPList 82.165.37.127
Demo_Zbot DFC.CustomIPList 178.19.25.92
Demo_Stabunig DFC.CustomiIPList 75.102.25.76
Demo_Stabunig DFC.CustomIPList 75.102.25.76

REERFEH AL ARN R £
FEABHIKEBEYENSRAEERE DB TEESRPNFRRS R REEESEHEMORF. BHmN
AR, MALEMEMEAESRETEYER. BoOMBIRTAMMEZERARSE N RN Z [E5HR

ZESMEFERE.
B, RZEEREERN
IfE.

it
o, FHETERRIRAEIR,
o HEANMTFEMBENREMHA?
o MPLERGZE T #M?
o BRRMEHIT T MRLLIETN?

o IANINMTRENSE L B HIHFRIR AR E ?

o HMMANBHHRE?
o MAIRTIEHREHFRLE?
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HEZHFER AMP £, 2. E8FAEESRTENRYE

SR E] A H A REIRIE 100% B, REA—TEMREENESEEENIE. BANKLEEREEENE
BFREWFIRAMERA, ROSEBSHTENERBRAMEERY, MEERERE SR #EH BB EMER. i,
At E AT £ AR NEI E L2 4 RRRSEEARE, BUiE&ARATARIEREY AR LB R E U S,

E[E2mE AR AMP WA E SN, REQNINESABIRS T, MMFES TR ENXHFIRE, HER
BEESHTERH (B 2) . £HMIESEFEIFERTLITME 400 2583 XEKNEYE, #EMoNHELESH
TERM. ZESFHREEHEASRESENEBR. BftRe (EBEIRIEGED AJLANEREN R G
TRESHXH, HEELHER.

B2 ELTRES TGN R 2 AR E SR

POINT-IN-TIME DETECTION
Analysis Stops

Not 100%
Antivirus * Sleep ﬁ.
Sandboxing Technigues
+ Unknown :
Protocols ,ii:. ?ggget%f
K‘ - Encryption compromise
+ Polymorphism :ﬁ

Initial Disposition = Clean  Actual Disposition = Bad = Too Late

RETROSPECTIVE SECURITY
Analysis Continues

3
Cisco AMP Turns back
time
.
E G | visibility
and control
are key

Initial Disposition = Clean = Actual Disposition = Bad = Blocked

BMHETZeIAH TS RSB MG

LAMBEEM LA, RATRE, TABEAAERELH, RN KRS EEARNUABHIEREHT
B. KREA, SEM. MERERXMMREEERAHRET RTINS S%. FAERLHBNERN AVP i
BESWRERE RS, TSI URENERRE, FET SRR TR I E R TR

o HEANMTFEMBANSRMA? BERSZEETRWE?

SO A (B 3) Z KRR XEIHIER AMP AR S FMFENTERER T EERGE
MmE A%, GESEEREXRNRERNREARRE. XEEERTIRABESREMXMETE R TERME
ARG IR ERREE, HEERRT REEEEE.
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& 3. REITHRN D4

Dashboard Analysis = Outbreak Control = Reports  Management = Accounts =

Device Trajectory for Demo_SFEicar

e

[System | @
Teed 385 FORSO [Fos)

B
o]

asexe PE] 6

TREZONE UTC

chidsk exe PE]
10.41 [PE]

14 [PE]

4083259, dddbsa (HE)

2[PE)

aadleca. SAITE [meT) &
posipesie PE] =

BAFE5S5. 480050 (F) )

4P By

#tds [127)
BaI10T. 9908 [F0)

Faelhec, PAE TR

€ab20, 44458 [rer)

AcraReIZ exe [PE) oo

i

e wayarosoz |

event pssosmon: (7] @ benign [5] @ maticious  [7) @ uninown

| @ enate &3] @ copy IE] S mewe 5] B eecuts = @ open 7] (B connuction
(] D restore [ (D reboot [ @ sean [@] B dets upate [ @ policy wpdate [7] @ connectosupdate [7] © soan schadule [7) (D uninstatt

I tovaz104

[7] © sean datection = (B wene block & ) compromised?

T FUss [] nene [#] &waming  [F] @ avdit enly

(Geanche

METHE 7] executable [7] ma offics (ole2) [7] paf [#] mscavinet 7] fash ) =i aschive [7] other [7] sninawn

SelectAll || Clear Al I

o EMMHELTT WPLER?

HERIHRER AMP X454 (B 4) @ Talos &R SHFRINATFHHEEH AMP Threat Grid BY
R, Bitee, SEUENPERE, HESTEEREMARECHNITA. XESHTERRTHITAN

HRER, SETATEN. RIaXHE. TERHFNTREEE,

EREEE M T B H R R E R ERA .

B4 XS

Dashboard  Analysis + Outbreak Control »  Reports  Management = Accounts ~

File Analysis for 1afdf8c2...4d961fa5

Behavioral Indicators

© Artifact Flagged as Known Trojan by Antivirus
© Process Enabled Autorun through the Creation of autorun.inf
@ Sality Default Mutex Detected

Metadats Bahavioral Indicators Network Activity Processes Artifacts Ragistry Activity

& Download Sample B Analysis Video % Network Report

Fils Activity

& 27 Artifacts ~

Severity; 100 Confidence: 100
Severity: 100 Confidence: 100
Severity: 100 Confidence: 100

infection, malware

Sality is a file infector that spreads by infecting tieg G
and by replicating itself across network shares. Infected hosts Tags
join & peer-to-peer network used 10 propagate malware on the
compromised computer. Typically, those additional programs

will be used to relay spam, proxy communications, steal

private information, infiect Web servers of achieve distributed

computing tasks, such as password cracking.

Process ID Process Name
ExplorerEXE

trojan, host, process, lock, mutes, RAT

Mutant Name
wiLpam

69 1aa0dabact Thebi255¢ exe] 52l

© Process Modified a File in a System Directory

exe UxJipaim

Severity: 80  Confidence: 100

© 2015 BRAVHEMB AR MRFAH. AXEREATATHATFRHHES.
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NS T $R A B Fr BRER LR i b B SO RO 4% FE St — S BN R IE AT BAL LR BUERD . BRT5E
SHMENEERAERERLENEN, SRERXHE STEENMER, UREERHTEE THHR
3
BERY (1oC) BERURR, HEFEAHWERUBEELETHZAEAE. BIEELRNEH
AMP 88 %R, REFANFTLUERBAMY BN RELERERTNESEE, XEEIZHNENE
RMTFNL IR RINEIE .

o BMNEBBTLHIEREBFRBIRARE? BATUBLEREREZE?
HELIRER AMP BIUEHIThRE A R — R EThEE, RAMMAILTERAMTEREEXES (FlmE
MEEREZFXHNIT) B H, MALFEREMNBRUEN. FURTRE/LTRANTANEER
g, AT R EGRE R BSOS MR E AR AR, & HERENE SinH)E R PR aediE.
s, AMP ERABEZEE RGMAFTLEAE. ZRASRBEEHEMIFRFAEEZX S| AE 2383
t, HEBEFNZARRARERARM, EIERTE R BIEISC .

RiPLIR . BENRE. EURGFIMLES

EEAIREER AMP RiFERESREERY, F RAALEE (PC. Mac, BElgFFMEMRR) LHREF
. HREBERBEGERAKESIN, AMELRERHZERUNNSHEERYE, BRIBRERRNNRS
Ze2z (XLEETRES BEIEME iR LR EIRIRED .

tesh, EELRINER AMP SEEMEHER AMP 55k, Bid 8 —ENEEF AT RNEMLRZ EEHEEE
HIRGH. TRFE, fRBNFRESAT. BN REMBIRRERIN, ERILURREE ML T M4 R 7 R EXRIRR R
Wiy, BXLEHXRUASSIEROMA, UKL EFHENLSES.

Yhrair R Akl R 3P

AMP EERAHT T ik, BIBRAEMS, FAEELHKDBR AMP EREMEATHBETIN. KHRTH
HABE, BREHLRBHTHITON. HTEASRABRNASATES, TREMGEER. LE—NIFRR
HREAXYENN, FESTMIGF N R S ERIBRSAOBRERREDF.

MAEEMMS, BELRENIR AMP J Windows &%, Mac 2%, BalREMEMRGIRMHSEMNEE, &
Z. REEEMRS.

FIEREMS, ABETE PC. Mac. BahR&MEMIME LEEZLHEER AMP EREREERERRNE, FENF
ik, HHEMAGFLZEBRAFRED, AMERMGEHLIE.

SSHAEESANREHER

EEARNBR AMP EFAHBHESLLNRLER. BHELHREE. Talos REMFREMFT/NAM AMP
Threat Grid BUMERIER FIT R ARSI B ERES, REMEER . E2ERRA, FARBESI 22
FAMETH. RE, LRBASHEEE AMP B/, EERZIHE SN ER.

iBIT% AMP Threat Grid $AREREIE LK AMP /B, "TRUHRH 350 2N FIHECHIRZRIE (RUXEH

L54) BMFBITRIERR, AMRERMBEREAEE, BIEXHEN HTTP 71 DNS K2, TCP/IP H#EHR. ZTH
FMmME#HEE, UREMFER. AMP Threat Grid RF B AR FREERES. AHRIENAS (BA/HH 800 ZA

MK, FEHHAIHE) . &E, AMP Threat Grid WS EERMNIARE (CHRERRIBRUSHBELZRERARET
BEER) AESBAAERERALMENEREENER.
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BR AMP 5|88 =Mt
IR#E (2014 £ NSS Labs @R ARG LB STRE) , BRIE NSS Labs WiRERMNAZRENEEFETRS
B, 7R RN F, AMP:

o EEUKKMRMS

o ERERERMIE

o FERRNZRIPBAIEMRENRIBERA

o EREMEEPHZFTI

NSS Labs HIZERRM, HEZRKNER AMP EHESRANN L2 DFAMHEMNEL .
* 1 REETABEZLHNERN AMP MRESE. & 2 FIHREEXK.

#£1. MHEMELZFHNER AMP BINgEFME
BEN EELIHEER AMP £ AT SHASIR S M SR RGTERE, R BT K E BRI R F .

EWtRS B RS THAEREB M IRERHIE . SCHHERNAEE, WM TRRSREEETERE, MERKFREEFNITHE. HHIUEM loC
B (BlanSEHmgss. SCHMRMELS IoC AR , BEEEHNRE.

FHIER BT s —EAEET A ENENTE — BN, ®E. A AP XHMEEMER, URSRIFEMEE (APT). B
iR AEEMEMRRE, AMRESENERLE, UMEEMERENREMREK.

ZERLWR BRNRLBIRIEE. Talos REIFIRSHZ /A AMP Threat Grid BBMBERIBERFRITU R AL EMERES, HEWEE
R BEARRK, FEEBESNREFAMETH.

HIRR loC ZAEABIEFENREAIT XA LU H SENEH. mELiniER AMP BRI XKEZFERLEHEIE (BIMARS
TERHEN , UBHRLANEHERRIEAMRMNELRSE, WIMNERALESREEN.
XHHER WESRITHEEBEREEMELHRREMNERTEN, NMIHITERERIIER.

XHAMSvE SERSNFEANTIT. SWMNLESERETA, ELUATRMNT HERM. Bi31% AMP Threat Grid BV &R
SR EIE R AMP o, FTRURIEE X—BIT B E BRI 2 .

bR on ] LXHMRET ROMZBEREZUN, REBLHER, BERMFRIBFNEHHNTERE.

ST FEEREANFE P KRR EE, UESSIRHFE I MRE R E TR R R e AT E .

wE#E iR E EMAGRAFFHERERERN SRE, UWRETHRSBRENEEENEFNRARERASLIZR.

&R —MEXH, BUURGEREERBBENEELARE, TENERETRRET 1oC RTEENABERIEE.

REBMATHIT ExRALNEMTHRAXH RDEMNRRISSHF) , UBMELIURREUZNBE KA BRI B4
3t FAHREACHT RS LEERGORAFBUTENRAGSERNXXYE (BIN— N ERSRIFEHM) HAIRENRA.

£ loC AAATEURZE AT loC DURIRE ST MRS . EENXLELIR 10C, REFBAR A HIRE P 3t E R AR A A NS
B TERARAIHIRE.

iR LR R R— M EZZRHERENENNTIR,. —IEEEN LHZHHERGNFIRUARRAERZBENEN. EERNGE
gﬂjg?fiﬂ?%ﬁ#ﬁ, AMP THRZI 5 ZEBRGRGHNR Y, MEETEBERE, FATRMRLLINFHTINTEEESHEN
3%,

=t Ci SSHM AR R B EES], R REEAE IR KRR, MAFHNEEH. ARHIERITRED, B8N0 EEENRT

B AREENRFRIEFEXH; SREEXEBZTUEILSSTERRERT]; NAMELEFIRATASHEN AR aSAE
EBERMHMXNZIRA A HLEBRRMER; BEXAREENTHERRZE, AENSESXEENA TR ETIELHRET
1T; RERKBBERLEILEEREERBE, LEMTRRMEITIZLRE ML

5 AMP Threat  i&id¥§ AMP Threat Grid BV ERAMSREER T SN INEEE LB E ML 3R AMP 1, FT3E{ 350 SR T O HHRIER
Grid BYEER HEITRER. STEMRNEMTS, URKESKEMPARSESCELS RN FOIEBSRG M.

%M; RAETEN EELIRE AVP TREATIASHERRA R, FIRTEAREIEAL#ZNSIRERIARA.

M AnyConnect 7EZR%: T Cisco AnyConnect v4.1 ixf2iji[a] VPN ZRmMER T, APRLUEREIZIEER i B A ELKRIRA AMP E#E
va1 B 2o (EULAT LSRR RN B P RIEY R E X VPN 0L, Hi— P RETFITRERBTEENNK T . EREPRBERE
ANAEEARR S, FRA K TIE.
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*2. HHEEX

HAELHIEMN ® Microsoft Windows XP Service Pack 3 5{ & S AR A
AmP ® Microsoft Windows Vista Service Pack 2 8 & S A

® Microsoft Windows 7

® Microsoft Windows 8 #1 8.1

® Microsoft Windows Server 2003

® Microsoft Windows Server 2008

® Microsoft Windows Server 2012

® Microsoft Windows Embedded POSReady 2009

® Microsoft Windows Embedded POSReady 7

® Mac OS X 10.7 RESIRA

Android BahiE& L ® Android B 2.1 RESARA
R 48 A B R
AMP

e FMmaREM

EELHNER AMP SiFEELIHIER AMP I HEFITA GEIAN 1 4. 3 £/ 5 4F) MBEEEEE. @EL
A ER AMP 5SEEMEHNER AMP RE. EELHNER AMP TR 7EmiZ&im £ Cisco AnyConnect v4.1
BE.
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